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1. Introduction 1. BbBenenue

A. In this Policy “We”, “Us”, “Our” or “Clock”
means Clock Software Ltd. registered in England,
with a registered office at 27 Redcliffe Gardens,
London, SW109BH, United Kingdom and with
company number 08008667; Klok OOD registered in
Bulgaria, with a registered office at 20 Strandzha
Street, 9000 Varna, Bulgaria, with company number
103135417, and any affiliated company of theirs.
The main operating company is Klok OOD, which
data processing activity is regulated by the
legislation of the European Union and Bulgaria. Our
official website at www.clock-software.com.

A. B mnactosmwute mpaBwia ,Hwue*, ,,Hac*,
wHamm* wm ,,Kimok* o3nauaBa Clock Software
Ltd., perucrpupano BbB BenukoOputanus, c
peructpupan azapec 27 Redcliffe Gardens,
Jlonmon, SW109BH, BemukoOputanus, u c
peructpanuoneH Homep 08008667; Kok OO/,
peructpupano B bwarapus, c¢ aapec Ha
ympasienue yi. “Crpanmka” No20, Bapna 9000,
bobarapus ¢ perucrpanvonen Homep 103135417
U BCHYKHA CBBP3aHU C TAX Jmna. [iaBHara
KOMIIaHUs, OIepHpania ¢ JWYHU JaHHH, €
,,Kimok*“ OO/l, uusito geiHOCT Mo oOpaboTka Ha
JTUYHU JTaHHU ce perynupa oT
3aKOHOJATEIICTBOTO Ha EBpomnelckus Cbro3 U
bearapus. Hammsar odunuanen yeOcalt e
www.clock-software.com.

B. We develop and own various software products
hosted and operated on hardware under our control
or installable on our customers’ hardware; and we
provide various software services to our customers
via Internet. In particular we have developed a hotel
management and reservation system using it to
provide services to hospitality industry (hotels, other
accommodation premises, restaurants, etc.) as well
as to payment processing companies and other
business entities. In our General Terms and
Conditions and further in this Policy our customers
are named “End Users”.

b. Hue paspabotBame W mpuTekaBaMe pPa3IU4YHU
cohTyepHH TPOAYKTH, ChXPaHSABAHH M H3MOJI3BaHU
Ha XapAyep TMOI Hall KOHTPOJ, KakTO U
npeaocTaBsiMe pazHooOpa3Hu cOYTYepHHU YCIyrH Ha
knueHTuTe Ha Kok mo wHTepHeT. B wacTHOCT Hue
cMe pa3paboTHIIM CBOsI XOTENCKAa pe3epBallOHHA
cucTeMa U S M3IO0JI3Ba, 32 Jla MPEJOCTaBsIME YCIyTH
Ha TYpUCTHYECKaTa WHAYCTpUs (XOTeNH, IpyTH
00eKTH 3a HacTaHIBaHE, PECTOPAHTH, U T.H.), KAKTO U
Ha ¢GupMu 3a 00pabOTKa Ha IUTAIAHUS W Ha JIPYTH
CTOmaHCKH cyoektu. B Hammte OOmuTe ycioBus u
Mo-HaTaTbK B  HacTosmure [IpaBuna  HammTe
KJIMeHTUTE ce Hapuyar “Kpaiinu morpeduTtesn’.

C. We are and have always been committed to
keeping confidential and protecting the security of
any information about End Users and End Users’
customers. We are as well focused on protecting the
personal data of the individuals who have contacted
us with regard to our business activity. To that end,
we have developed our privacy policy and are doing
our best to maintain and update the said policy in
accordance with the applicable legislation and the
leading practices in the software industry.

B. Hue cve u BuHaru cme OWJIM aHTaKUPAaHH ChC
3aMa3BaHETO Ha IOBEPUTENIHOCTTa M 3alllUTara Ha
CUTYPHOCTTa  Ha BCHYKM JaHHM Ha KpaitHute
norpeduTeNnn W Ha TexHUTe KiueHTH. OTnensme
CIEelMaTHO BHUMAaHHE Ha 3alluTaTa JUYHUTE JaHHU
Ha (PU3UYECKUTE JIMIA, KOUTO CE CBbP3BAT C HAC BHB
Bpb3Ka C HAlllaTa CTOIAHCKa JEWHOCT. 3a Ta3u Lel
cMe paspaboTuin CBOWTE MpaBuiIa 3a
MIOBEPUTENIHOCT M IIOJaraMe BCUYKH YCWIHS Ja
nmogabpkaMe M OOHOBSIBaMeE TOPENIOCOYCHNTE
MpaBujia B  CBOTBETCTBHE C  JIEHCTBAIOTO
3aKOHOATENICTBO W BOJCIIATE IPAKTUKA B
coTyepHara MHAYCTPHSL.

D. Our business activity normally requires us to
process personal data of our End Users and their
customers, for and on behalf of our End Users. Our
responsibility as a “data processor” is set in our
standard Data Processing Agreement entered into

I OOunyaiiHo B HaliaTa CTOMAHCKa JEHHOCT HU
ce Hajara jga oOpa0oTBame JMYHM JaHHU Ha
Hamute KpaliHu mnoTpeOuTenn U TEXHUTE
KIIMEHTH, OT UMETO U 3a cMeTKa Ha KpaiiHute




with our End Users. The terms of our Data
Processing Agreement are available for your review
on our website.

notpebutenu.  OTroBOpHOCTTa  HM  KaTo
oOpaboTBamy JaHHM €  JedUHHpaHa B
crangaptauss HU JloroBop 3a o00OpaboTka Ha
JaHHM, CKJIIoUeH ¢ KpaliHuTe HU MOTpeOuTeINH.
Kiay3ute na namms JloroBop 3a oOpaboTka Ha
JAaHHY Cca HAJTMYHU 3a Tperyie] Ha yeOcaiiTa Hu.

E. This Policy is intended to set our responsibility of
“data controller” of the personal data of any
individuals who may contact us directly, regardless
of whether they have any contractual relationship
with us or with our End User.

. C nacrosmute [IpaBuia 3a moBepUTETHOCT
ce omperens Hamara OTFOBOPHOCT  KaTo
aJIMUHUCTPATOp HA JIMYHUTE JaHHU Ha JIMIAra,
KOUTO Ca CE CBBP3AJIH MPSIKO C HAC, HE3aBHCUMO
OT TOBa Jajdd WMaT HAKAKBH JIOTOBOPHU
OTHOULICHUA C Hac 501041 HaIIus KpaeH
norpeouTen.

F. You must note that should you elect to use or
should you be interested in using our products and
services for management of your commercial
activity, you shall be considered business entity, even
if you are an individual. In such an event your
relationship with us shall be governed by our
General Terms and Conditions for End Users of
Clock PMS Suite — Labelled Software and by our
Data Processing Agreement, both available on our
website.

E. O0bpHeTe BHUMaHME, e ako u3depere aa
M3MOJI3BATE WK CE€ MHTEepecyBare Ja U3MOI3BaTe
HAIIATE TPOAYKTH M YCIIYTH 3a YIIPaBICHUE HA
CTOTAHCKaTa cu JeitHocT, Bue 1ie 0b1e cuntan
3a CTOMAHCKH OOEKT, JOPH aKo cTe (PU3HUECKO
nuue. B TakbB ciay4dail oTHoweHusTa Bu ¢ Hac
ce pertameHTHpat oT HamuTe OOmuU ycioBus 3a
Kpaiitnu notpebutenu Ha codTyep moa Mapkara
Clock PMS Suite u namus JloroBop 3a
00paboTKa Ha JaHHH, KaTO U JABaTa JOKyMEHTa
ca HAJIMYHM Ha yeOcaiiTa HU.

G. Given that our products and services are designed
for the hospitality industry, your contact with us shall
be considered a business contact, unless you
explicitly advise that you act as an individual.

XK. IIpensux akra, ye HaIUTE TPOIYKTH U
YCIIYTH ca IPEABUICHU 3a TypUCTUYECKATa
MHIYCTpUsl, Bammre OTHOLIEHUS C HAC ce
CUMTar 3a OM3HEC OTHOLIEHHUS, OCBEH aKo He
IIOCOYUTE U3PUYHO, Y€ JACHCTBATE B KAYECTBOTO
CH Ha (PM3UYECKO JIMLIE.

2. Clock as a Data Controller

2. Kok karo AIMHUHUCTPATOP HAa TaHHHU

We are the “data controller” of all personal data you
disclose to us when you contact us either by visiting
or using our website; or by letters, emails or other
written communication; or by personally contacting
our representatives; or by any other communication.
We do not need and therefore shall not process any
sensitive data pertaining to your health, political
orientation, sexual orientation, cultural identity, etc.
We are committed to minimising the personal data
we use in our communication with you.

Hue cme agMuHuCTparopbT Ha JAHHU 32 BCUYKHU
JIVYHU JJaHHW, KOWUTO HHU TPEIOCTaBHTE,
MOCENIaBaliKi WU TOJN3BaliKK Hamus yeOcauT;
WM TOCPEICTBOM IHCMa, UMEWIM WM Jpyra
MMCMEHA KOMYHUKAIMS;, WK TP JIMYEH KOHTAKT
C HaIUTEe TMPEICTABUTEIN WIA JPyr BUJ
KOMyHUKaiusa. He ce HyxmaemMm W 1o Tasu
MpUYMHA HsAMA Ja oOpaboTBaMe KakBaTo W Jia €
YyBCTBUTETHA WHQPOpPMAIUS OTHACSIIA CE JIO
Bamero 3apaBe, mnonMTHYECKa OpUEHTALWS,
KYJITypHa HJEHTUYHOCT U T.H. CTpemMHM ce Ja
MUHUMH3UpaMe oOemMa JIMYHH JaHHH, KOWUTO
M3II0JI3BaMe B KOPECIIOHJAEHIIMATA cU ¢ Bac.

3. Collection and Use of Personal Data

3. ChOupane u ynorpeéa Ha JUYHUTE JAHHU

Categories of Data We Collect

Personal data means any information relating to you
which allows us to identify you. In particular, we
may collect from you the following categories of

Kareropuu jJaHHU, KOUTO chOUpame
JIMuHU aHHU O3Ha4aBa BCSAKaKBa HMHGOpMAIUs

oTHOCHO Bac, kosgTo HHM TO3BOJgIBa Ja Bwu
uneHtudunupame. B dacTHOCT Moke J1a




data: name, ID number, nationality, profession,
possibly, business organisation you work for or own,
address, email, telephone, location IP address etc.

cpOupame ot Bac ciegHute kareropuu JaHHH:
MMe, HOMEp Ha JMYHA KapTa, HAIMOHAIHOCT,
npodecus, o BB3MOXKHOCT, Ou3Hec
OpraHm3anusITa, 3a KOSATO paboThTe WU
NpuTekKaBare, ajapec, umend, [P aapec.

Purpose of Collection

Your personal data will help us manage our
communication with you. In particular, we may use
your personal data for the following purposes:
responding to the queries you send us; providing
information about our products and services;
providing products and services requested by you;
making marketing analyses and other marketing
research; sending you our marketing materials;
updating and improving our products and service; by
other means managing our legitimate business as a
software services provider. Please note that we may
profile your personal data for our marketing analysis
purposes. We may also process your personal data if
required by the applicable legislation.

[len Ha chOMpaHeTo Ha WHpOPMAIIUS

BamuTe nMYHM JaHHW 1€ HU IIOMOTHAT Ja
yopaBisiBaMe€ KOMYHHKanusta cu ¢ Bac. B
YaCTHOCT, MOXK€ Ja H3IoJI3BaMe JHMYHUTE Bu

JaHHW 3@ CIEOHWTE LEeIu: OTroBOp Ha
3alUTBAHUATA, KOUTO HU U3Ipallare;
npenocTaBsiHe Ha  HMH(QoOpManus  OTHOCHO

HAIIUTE TPOAYKTH U yCIyTd; MPEJOCTaBsHE Ha
NPOAYKTH U YCHAYIM, KOUTO CTE€ IIOXKEIaJIH;
W3TOTBSHE HA MApKETUHIOBU aHAJIW3ud |
W3CIIC/IBAHUS;, W3IpallaHe Ha MapKETHHTOBUTE
HU Marepuanu 10 Bac; ochBpeMeHsBaHEe U
nogoOpeHre Ha HAIIWTe MPOAYKTH WM YCIYTH;
MOCPEIICTBOM JPYTH CPENICTBA 3a YIIpaBlIeHUE Ha
3aKOHHUSI HHU 6I/ISHCC Karo JA0CTaBYHK Ha
codryepuu yciyru. Monsi, o0bpHETE BHUMaHUE,
ye Moxe Jna mnpodunupame Bamurte nmuHU
JaHHW 3a IIeIMTEe Ha HAllusig MapKEeTUHTOB
anamu3. Cpmo Taka MOXxe na obpaboTBame
JIUYHUTE BHM HJaHHM B CHOTBETCTBHE CBC
3abJDKEHHMATA HU 10 CHJIaTa Ha JEHCTBAI[OTO
3aKOHOJATEICTBO.

Tracking and “cookies”
We may use Google Analytics and/or other tracking

methods. Some of those methods may use “cookies”.
A cookie is a small file, which asks for permission to
be placed on the hard drive of your computer. Once
you agree, the file is added and the cookie assists the
web traffic analysis or your visits to a particular
website. Cookies allow web applications to respond
to you as an individual. The web application can
tailor its operations to your needs, likes and dislikes
by gathering and remembering information about
your preferences. We use traffic log cookies to
identify which pages are being used. This helps us
analyse data about the webpage traffic and improve
our products and services in order to tailor them to
our customers’ needs. We only use this information
for statistical analysis purposes. In no manner
cookies give us access to your computer or any
information about you, other than the data you
choose to share with us. You can choose to accept or
decline cookies. Most web browsers automatically
accept cookies and you shall modify your browser
setting to decline cookies if you prefer. This may
prevent you from taking full advantage of our
products. A relevant Google policy applies towards

IIpocnensiBane u ,,OUCKBUTKHU

Moxe na usnomsBame Google Analytics u/unu
JpyTu METOAH 3a npocienssase. Hsikou or tesun
METOIOM MOXKE Ja H3MI0J3Bar ,,0MCKBHTKH .
buckButkata e wMambk (¢ail, KOHTO HCKa
M03BOJIEHUE Ja ObJie ChXpaHsIBaH Ha TBbPIUS
JUCK Ha kommrorepa Bu. IIpu ceniacue ot Bama
cTpaHa, ¢aiirbT ce m00aBsi W OMCKBUTKaTa
nojrnomara aHaiuMza Ha yeb Tpaduka umu
BamuTte mnocemenuss Ha JaneH  yeOcaWT.
buckBUTKHTE MO3BOJISABAT HA yeO NMPUIIOKESHUATA
na oTroBapsAT Ha BammuTe 3asBku  KaTo
¢uznuecko nuue. Yed MPUIOKEHUETO MOXKE Ja
MEePCOHANIM3UpPAa CBOUTE OINEpaluu  CIOpPEN
Bamwure norpedHOCTH, XapecBaHus u
HeXapecBaHus, Karo cbOUpa U  IOMHHU
uHpopmanuss 3a Bammre npeamnouuTaHus.
W3non3Bame OMCKBUTKM 3a OTYUTaHE Ha
Tpaduka, 3a 1a UACHTU(DUIUPAME CTPAHULUTE,
KOMTO ce wu3noi3Bar. ToBa HM momara Ja
aHaJTU3UpaMe JaHHUTE OTHOCHO Tpaduka KbM
ye0 cTpaHuLaTa HU U Ja NOAOOpPUM HalIKUTe
IIPOAYKTU U YCIYTH, 3a Aa T'M IEpCOHAIN3NpaMe




the use of Google Analytics;

KbM NOTPEOHOCTUTE Ha HAIIUTE KJIMEHTH.
N3nomsBame Ta3u uHPOpMALIHAS caMO 3a IEITUTE
HA CTaTUCTHYECKHU aHanu3u. [lo HUKaKbB HAYWH
OWCKBUTKATE HE HH JaBaT JOCTBII [0
KOMITIOThpa Bu wunm kakBaro W na e Jpyra
uHpopMalusi OTHOCHO Bac, ocBeH naHHWTE,
KOUTO cTe M30paju Ja crojieiuTe ¢ Hac. Moxe
na wuszbepere J1a TMpHEMETe WM OTKaKeTe
ouckButkute. IloBeweto  ye®6  Opay3wpu
aBTOMATUYHO TpUeMaT OMCKBUTKH W TpsAOBa aa
M3MEHUTE HAacTpoilkuTe Ha Opays3bpa cH, 3a Ja
OTKa)KeTe OWCKBUTKUTE, ako ToBa ¢ Bamiero
kenanue. ToBa Moxe na Bu mompeun na ce
BB3IOJI3BATE HAW-TTBITHO OT HAIUTE MPOMYKTH.
CrorBeTHa monutuka Ha Google ce mpuiiara
KbM ynorpebara Ha Google Analytics.

Your consent

By disclosing any personal data to us you explicitly
accept and agree that we may process it, including to
profile it and use cookies and other tracking
methods, in the course of our legitimate business and
in accordance with this Policy.

Bamiero chriacue

Kato cnonmensare naW4YHM 1OaHHA C Hac, Bue
W3PUYHO C€ ChIVIacABATE U MPUEMATE, Y€ MOXKEM
na TH  0o0paboTBame, BKJIIOYMTENHO Ja TH
npodunupaMe, KakTo W Ja  HU3MOI3BaMe
OMCKBUTKHU U APYTH METO/H 32 TIPOCTIEAsIBaHE.

Retention of Your Personal Data

If there is no agreement between you and us, we
shall consider upon the period of retention of your
personal data, which period shall not be
unreasonably extended. We shall safely delete and
destroy your data as soon as the purpose it has been
processed for is achieved. If the period of retention
of your data is not set in an agreement between you
and us, you are entitled to require deletion of your
data by explicit instructions in writing. Upon the
receipt of such instructions we shall safely delete and
destroy your data without unreasonable delay and
shall notify you in writing.

If however the applicable legislation requires a
longer period of retention, we shall delete and
destroy your data after expiry of the said period.

CbXpaHEeHHE Ha JUYHU JaHHU
AKO MOMEXIy HU HAMa TOTOBOP, HHUE IIIC MPEICHUM

3a KakbB IIEPUOA Jla ChXpaHsABaMe Bammre nmaHH
JNaHHW, KAaTO TO3W TMEpUOA HE cieABa Ja Obje
HEOCHOBATEHO yIbJDKaBaH. besomacHo 1e u3Tpuem
A YHHUIIOXUM JaHHUTE BeaHara ciiel MOCTUTAaHETO
Ha Ienra, 3a KosATo ca Ownu oOpaborBaHH. AKO
NEpUOABT Ha ChXpAaHCHUE HA JIMUHUTE JAaHHU HE €
3a7a7ieH B JIOTOBOP IMOMEXIY HH, UMaTe MpaBo Ja

MOWCKaTe UW3TpUBaHEeTO Ha  Bammre  ngaHHM
MOCPEACTBOM U3pUYHU MHUCMEHM YyKazaHus. Crnen
[OJTy4aBaHETO HA MONOOHM  yKa3aHus, HHUE

0e30macHO Ime W3TPUEM W YHUIIOKKAM Bammre
NaHHU Oe3 HEHYXHO 3a0aBsHE M THCMEHO 1ie Bu
nH(popMUpaMe 3a TOBA.

4. Our Non-Disclosure Commitment

4. IToBepuUTEIHOCT

The purpose of collecting your personal data, as set
out in section 3 above, normally does not require
disclosure or transfer of your data to third persons.
We shall therefore not disclose or transfer your data
to third persons, with the following exceptions:

[lenTa Ha cHOMpaHETO HA JIUYHU JTAHHU, KAKTO €
ompezeneHa B pasfen 3 mo-rope, oOuyaitHO He
M3UCKBA Pa3KPUBAHETO WM NPEXBBHPISHETO Ha
Bammre nuynu ganHu kM Tpetu auia. [lo tau
NMpuUYMHAa HHUE HsAMA Ja pa3KpuBame WU
npexBbpiisiME JaHHUTE Bu KbM TpeTu muna,
OCBEH B CJIC/IHUTE CIIy4au:

e we may disclose your data to our affiliates or
other  trusted  partners (processors,
consultants and other service providers)
which have developed adequate privacy

policy;

e MOXe Ja paskpueM Bammre naHHM Ha
CBBP3aHHU ¢ Hac (GUPMU WIIH IPYTH JOBEPEHU
MapTHEOPH (obpaboTBamu JaHHH,
KOHCYITaHTH W JOCTAaBUYMIM Ha YCIYTH),
KOUTO HMar pa3paboOTeHW TMpaBuia 3a
TIOBEPUTEITHOCT;




e we may disclose data to regulatory bodies or
other competent authorities if the applicable
legislation so requires.

e MOXEM Ja pa3KpueM = JIaHHH  IIpex]
peryaatopHuTe  OpraHd  WIM  JpPYTH
KOMIIETCHTHH BJIACTH, aKO CE€ H3HUCKBA IIO
JEMCTBAIOTO 3aKOHONATEIICTBO;

5. Our Security Measures

5. MepKH 32 CUTYPHOCT

Clock shall implement and maintain security
measures to protect Customer Personal Data against
unauthorised disclosure or access, accidental or
unlawful destruction, loss, alteration. Clock will
continuously be monitoring the performance and the
adequacy of the security measures and may from
time to time modify and update the security
measures.

Kok 1€ BBBCXKJA U NOAABPIKA MEPKHU 3a CUTYPHOCT
C OIIca 3amurara Ha JUYHUTC JaHHH Ha Kauenture

OT HEMO3BOJICHO pa3MiacsiBaHe WU  JOCTHII,
WHIUJICHTHO WM HE3aKOHHO YHHII[OXKAaBaHe, 3aryoa,
nmpoMsHa. Kiok 1me cliemm  MOCTOSHHO — 3a

U3IBJIHEHUETO M aJE€KBAaTHOCTTA HAa MEpPKUTE 3a
CUTYPHOCT U MOXE MNEpUOJUYHO Ja W3MEHI U
OOHOBSIBAa MEPKUTE 38 CUTYPHOCT.

Data centres

We maintain your data on our own servers and on
servers of your trusted processors. The list of our
processors is available at Appendix 1 to this Policy.
We monitor our servers to ensure that there is no
unauthorised access to any data stored therecon. We
implement various methods and technologies to
prevent and detect any intrusion or intrusion attempt.

I !eHT[ZOBe 34 JaHHHU

OcpiecTBsaBaMe MOJAPHKKaTa Ha Bammmre
JaHHY Ha HAIIU COOCTBEHU ChPBBPHU, KAKTO U Ha
CbpBbpH Ha Bamm noBepenu o6padoTpamiu
nanHu. Criuchbk Ha 00paboTBANTUTE TAHHU MOXKE
na otkpuere B [Ipunoxkenue 1 kM Te3u
[IpaBuna 3a moBeputTenHOCT. ClieqUM HaAIIUTE
CBhpPBBPH, 32 Ja TapaHTUpaMe, Y€ HIMa
HEMO3BOJIEHO JOCTBHII A0 KaKBUTO U J1a € IaHHH,
ChXpaHsIBaHM Ha TsX. M3mon3Bame pa3iindHu
METOAM U TEXHUKH, 32 J]a PEAOTBPATUM U
3acedyeM BCsIKa HamMeca MU OIUT 3a Hameca.

Our staff control

We have implemented and maintain a data security
policy for our staff and provide security training as
part of the training package for our staff. Our
employees and partners are required to conduct
themselves in a manner consistent with Clock’s
guidelines regarding confidentiality, business ethics,
appropriate usage, and professional standards.

KOHTQOJ'I Ha HAalllyA HEPCOHAJI

BoBenu cme u nogabpikaMe MOJUTUKA 32 CUTYPHOCT
Ha JAHHUTE MO0 OTHOIIICHKE Ha CBOS MEPCOHAI, KaKTO
U TpefocTaBsiMe OOydeHHe IO CHUTYPHOCTTa KaTo
gacT OT TakeTa OT OOy4eHHs 3a IepcoHana HH.
Hammre ciy>xuTeniv U mapTHbOPH ca 3aJbJDKCHU Jia
ChOOpa3sBaT MOBEJCHUETO CH C yKa3aHusTa Ha Kok
3a TIOBEPUTENHOCT, [€J0Ba €TWKa, HaJJIe)KHa
yroTpeda 1 mpoeCHOHATHUTE CTAaHIAPTH.

Only our authorised staff will have access to your
data and only in relation to the execution of their
direct duties of operating and supporting our
business activity. Each member of the staff has
signed a special data security addendum to their
agreements and undergoes periodic instructions and
trainings about data security. Clock’s staff will not
process Personal Data without authorisation.

CaMO yI'BITHOMOIIIEH MEPCOHAN IIle MMa JOCTHII JI0
JTUYHUTE JaHHU Ha KineHTuTe 3a I1enutre Ha
W3MBIHCHUETO HA MPEKUTE UM 3aJbJDKCHHUS 10
M3BBPIIBAHETO U MOMJpPBXKKara Ha Yciayrure. Kem
CBOWTE JOTOBOPHM BCEKM WICH Ha TMepcoHala €
MOJMUCAN CIElUaleH aHeKC BbB BpPB3KA ChC
CUT'YPHOCTTAa Ha JAaHHHUTEC U IMPEMUHABa NEPHUOJIUYCH
WHCTPYKTaX U OOyYeHHE OTHOCHO CHUTYPHOCTTa Ha
muuauTe AaHHu. llepconampr Ha Kilok HsiMa ma
00paboTBa IMYHK JaHHH 0€3 TIO3BOJICHHUE.

Our security staff is responsible for the ongoing
monitoring of Clock’s security infrastructure, the
review of the Software and Services, and responding
to security incidents.

Hammure coyxuTenu mo CUTYPHOCTTa ca OTTOBOPHU
3a MOCTOSHHOTO HaOJIoicHue Ha MHPPACTPYKTypara
mo curypaoctra Ha Kiok, mpernena Ha Codryepa u
Yemyrute, B3eMaHeTO Ha CHOTBETHHUTE MEPKH IMPH
WHUUJCHTH 3acsrallyd CUTYpHOCTTA.

On-site control
We control and restrict the access to our premises,
hardware, and documentation. Our premises require

IIpoBepka Ha MSICTO
KonTtponmpame n orpaHu4aBaMe ITOCTHIIA 10 CBOUTE
MIOMEIICHUS, XapAyep W MOKyMeHTanusa. JloCTHIIBT




electronic code key access and are monitored by
CCTV cameras. Only authorised employees and
contractors have access to these premises. Entrants
are required to identify themselves.

710 TIOMEILCHUATA HU C€ OCBIIECTBIBA MOCPEIACTBOM
€JIEKTPOHEH YHIl M ce HaOmrofaBa Ype3 KaMepH 3a
HaOmonenne. CaMO YITBIIHOMOIIEH TIEPCOHAN |
KOHTPareHTH MMaT JOCTBII OO TEe3U MOMELICHHS,
KaTo BIM3ALIUTE Ca 3aABIDKEHH Ja YZOCTOBEPAT
CaMOJIMYHOCTTA CH.

Encryption
All data records in our databases are protected with

credentials, so that it is only readable through the
graphical user interface (“GUI”) or the application
programming interface (“API”) and only after a
successful submission of valid credentials - e.g.
username, password, etc.

Kpunrtupane
Bceuuku 3anmucu B 0asure JAHHU ca 3allMTEHH U CE

JOCTBIIBAT C IOTPEOUTEIICKU JJAHHU 3a JOCTBII, TaKa
4e CHOTBETHOTO CBHIBP)KAHHE MOXKE Ja Ce HMpodeTe
caMO TOCPEACTBOM TIpaduyHHUs TMOTPEOUTEICKH
untepdetic (GUI) unu npe3 nporpamuus uTEpdeiic
(API) u To camo cien yCHEIIHOTO MPeIOCTaBsiHE Ha
BAJIMJHM TOTPEOUTENCKH JaHHH 32  JOCTBHII,
HaIrpuMep MOTPEOUTENICKO UMe, TTaposia

Access Control.

Our administrators are required to authenticate
themselves through an authentication system in
order to process personal data. Our software
checks the credentials to allow the display of
data to an authorized administrator.

KonTpon Ha nocrena

Hammwmre amMuHuCTpaTtopu ce 3aabiDKaBar Ja
YAOCTOBEPSIBAT CAMOJIMYHOCTTA CH MTOCPEICTBOM
cucTemara 3a  aBTEHTHUKAIUs, 3a Ja
obpaborBar nuuHH. CopTyepbT HHM TMpOBEpsBa
JAHHWTE 32 JOCTBII, 32 JIa MIO3BOJIH TIOKa3BAaHETO
Ha JIAaHHH Ha YIIBJTHOMOIICH aJMHHUCTPATOP.

6. Data Incidents

6. UHUUIEHTH ¢ JaHHUTE

If we become aware of a data incident, we shall
notify you promptly and without unreasonable delay;
and shall promptly take reasonable steps to minimise
harm and secure your personal data.

AKO HU CTaHe U3BECTHO 34 UHIUACHT C JAaHHU, HUE
ce 3ambbkaBa Aa Bu u3BecTUM He3abaBHO U 0e3
HEO0OCHOBAHO 3a0aBsAHE; KAKTO M CE€ 3aIbJIKaBaMe
He3a0aBHO Jla NPEANPUEMEM BCHYKU TOIXOJSINN
NEWCTBHS 33 MHHAME3MpAHe Ha IIETHTE |
obe3reyaBaHe Ha CHTYPHOCTTa Ha Bammre nmuaHuTe
AHHU.

Our notification of or response to a data incident
shall not be construed as an acknowledgement of any
fault or liability with respect to the data incident.

W3BecTaBaHeTo WM peakiusaTa OT Halla CTPaHA Ha
WHIUJICHT C JaHHU He CcJeaBa Ja Ce ThIKYyBa
MpU3HABaHE HAa KAaKBaTO M Ja € BHHA WIH
OTTOBOPHOCT IO OTHOIICHUE HA MHITUICHTA C INYHU
JaHHU

7. Your Rights

7. Bamurte npaBa

As a “data subject” you are entitled to request from
us information about the personal data we hold about
you and the purposes we are using it for. If we hold
personal information about you, you can request:

Kato ,,cyOekt Ha gannuTe Bue nmare npaso na
IIOUCKAaTe OT Hac HMHpOpMaLus 3a JIMYHUTE
JAHHU, KOWUTO CbXpaHsiBaAME OTHOCHO Bac u
Lenure, 3a KOMTO TI'M  Ioia3BaMe. AKo
ChXpaHsABaMe JIMYHU JJaHHU OTHOCHO Bac, moxe
Jia TIOUCKATe:

e access to your personal data, including to
request a copy of your personal data that we
hold;

e rectification of your personal data that we
hold about you if you find it to be
incomplete or inaccurate;

e change of the way of processing, restriction

e JOCTHII 10 Bamure nuuHM naHHH,
BKJIFOUYUTEITHO KOTIME OT ChbXPaHSIBAHUTE
oT Hac Bamm nuuaM naHHu;

e Kopekuus Ha Bamwure nuuHu gaHHM,
KOMTO ChXpaHsIBaMe, aKo OTKPHETE, ue ca

HCITBJIHU UJIW HCTOYHU,

e [poMsHA Ha HaYMHA Ha oOpaloTKa,




or termination of processing of your personal
data;

e transfer of your personal data in an
electronic form to you or to a third party

nominated by you;

e erasureof your personal information;

OrpaHUYaBaHE WM MPEKpaTsABaHEe Ha
obOpaboTtkara Ha uayHUTE BU NaHHy;

e MpexBBHpISHE Ha BamuTe ITWYHU TaHHU B
enexTponHa gopma kpM Bac wium tpeto
JIM1IEe, TocoueHo oT Bac;

e 3aymyaBaHe Ha BammTe nuyna
uHpOpMAIuS;

You can object to our processing of your data for
direct marketing purposes by unsubscribing our
mailing list or updating the settings for your app.

Moske 1a Bb3pasute cpemry oopadoTkara ot
Hallla CTpaHa Ha BamuTe nMuHu 1aHHM 32
JTUPEKTHU MapKETUHIOBH II€JTH, KaTo Ce
OTHHILETE OT MEIJIMHT JIUCTa HA WIN
aKTyaJIM3UpaTe HacCTpOMKUTE Ha Bamrero
MPUIIOKEHHE.

You can address your requests to via email at
hello@clock-hs.com. Requests to unsubscribe our
mailing list can be made by clicking on the
“unsubscribe” link in any of our marketing emails
addressed to you or via email request to
hello@clock-hs.com. To wunsubscribe electronic
communications you must update your app settings.

Moxe nma  wusnparure  Bammure  3asiBKH
nocpenactBoM umeitn Ha hello@clock-hs.com.
3asgBKUTE 3a OTHHCBaHE OT MCHJIMHT JINCTA HU CE
M3MPATAT Ype3 LMIPaKBaHE HA JIMHKA ,,0TIMCBaHE
B BCEKM €IMH OT MAapKeTMHTOBOTO HWMEWIIH,
aapecupanu 10 Bac wnm upe3 umeiln 3anuTBaHe
1o hello@clock-hs.com. 3a ga ce ormwmieTe OT

€JIEKTPOHHUTE KOMYHUKAIIIH, TpsiOBa
aKTyaJqu3upare HacTpOWKWUTe Ha  Bamero
MPUJIOKEHHE.

Should you withdraw your consent to the processing| Ako  orremure  Bamero  cerlacme  3a

of your personal data, we will terminate the
processing once we have received your withdrawal.

oOpaboTkara Ha Bammre TMYHU 1aHHU, HUE IIIE
MpeKpaTuM 00paboTKaTa BemHAra, cjiel Karo
nonyyuM  uH(poOpManuATa 3a  OTTEIIEHOTO
chIVIacHE.

You will not have to pay a fee to exercise your rights.
However, we may charge a reasonable fee if your
access request is clearly unfounded or excessive, or
alternatively, we may refuse to comply with the
request in such cases.

He ce Hamara pa mnamare Takca, 3a Ja
yOpaXHUTE TpaBara cu. Ho HHe MoxeM ja
HAYMCIIUM ChOTBETHATA TaKca, ako UCKaHeTo Bu
32 JOCTBI € SBHO HEOCHOBATEIHO WU
MPEKaJIeHO, OCBEH TOBA MOYKEM U J]a OTKaXEM Ja
ce cpobpasuM c Bamrero uckane B TOAOOHU
clTydaw.

8. Changes

8. IIpomenu

We may from time to time change this Policy. Any
such changes will be communicated to you by way
of an e-mail or a notice on our website.

[TeprognuHO MOXE /a2 MPOMEHSIME HACTOSIIUTE
[IpaBuna 3a moBeputenHocT. BesikakBu mogo0HM
npoMeHH 1ie Bu Ob1aT n3BeCTeHH MOCPEACTBOM
MMEWJT WM ChOOIICHNE Ha HAIINS YeOCauT.
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Appendix 1

[Mpuioxkenue 1

List of Data Processors

Crnuchk Ha 00paboTBaIIUTE JaHHU

CRM: Insightly.com
Ticketing system: Freshdesk.com
Website forms: 123formsbuilder.com

Web hosting and storage: Amazon Web
Services

Workflow automation: Zapier.com

Data exports, storage, and reporting:
Flatly.io, Google Drive, Microsoft OneDrive,
Microsoft OneDrive for Business, Microsoft
PowerBI

Website analytics: Google Analytics

Proposals generation: Proposify.com,

Google Drive

Accounting and Billing: Quickbooks.co.uk,
Chargebee.com, PayPal.co.uk, Stripe.com,
GoCardless.com

CRM: Insightly.com
TukeT cuctema: Freshdesk.com
Yebcaitt popmu: 123formsbuilder.com

Yeb XOCTMHr U CbXpaHeHMe Ha [JaHHu:
Amazon Web Services

ABTOMAaTU3aumMA Ha paboTHMA npouec:
Zapier.com

EKCNopTX Ha Z@HHM, CbXpPaHEHME U CNPaBKM:
Flatly.io, Google Drive, Microsoft OneDrive,
Microsoft OneDrive for Business, Microsoft
PowerBI

AHanus Ha yebcalita: Google Analytics

leHepupaHe Ha odepTu: Proposify.com,
Google Drive

CueToBOACTBO U paKTypUpaHe:
Quickbooks.co.uk, Chargebee.com,
PayPal.co.uk, Stripe.com, GoCardless.com
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