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PART I
General Provisions

YACT1
OO0mu pasnopendu

1. Introduction

1. BnBenenue

A. In this Data Processing Agreement
(“Agreement”) “Clock” means Clock Software
Ltd. registered in England, with a registered office
at 27 Redcliffe Gardens, London, SWI109BH,
United Kingdom and with company number
08008667; Klok OOD registered in Bulgaria, with a
registered office at 20 Strandzha Street, 9000 Varna,
Bulgaria, with company number 103135417, and
any affiliated company of theirs. The main
operating company is Clock OOD, which data
processing activity is regulated by the legislation of]
the European Union and Bulgaria.

A. B nactosmus J{oroBop 3a oO6paOoTka Ha JaHHH
(“HdoroBopbt”) “Kiok” o3nauaBa Kok Codryep
Jlumutun, peructpupaHo B AHDIMA, C aapec Ha
yrnpasnenne 27 Penkmud Tapnbac, JloHmow,
SWI109BH, Benukobpuranus, ¢ QupmMeH HOMeEp
08008667; ,Kmox* OO/, peructpupano B
boearapus, aapec Ha ynpasieHue bwarapus, rp.
Bapua 9000, ymn. ,,Crpanmxa“ Ne 20, EUK:
103135417, u BcsAka TAXHAa CBbp3aHA KOMIIAHUS.
(OCHOBHOTO APY>KECTBO, OIIEPUPAILO C JIUIHU AAHHH,
e ,,Kinok“ OO/l, uusato aeiHOCT MO 00paboTKa Ha
TaHHM Cc€ peryinupa oOT 3aKOHOJAaTelICTBOTO Ha
EBponeiickus cbro3 U bparapusi.

B. Clock develops and owns various software
products, including: (i) software hosted and
operated on hardware under its control and various
software services provided to Clock’s customers via
Internet (“Web Hosted Services”); and (ii) various
software products deliverable to Clock’s

b. Kok pa3paborBa W mpuTeXaBa paszIHYHY
copTyepHH TPOAYKTH, BKIIOUUTENHO: (a) codryep,
M3M0JI3BaH Ha Xapayep I0A HEroB KOHTPON H
MPEOCTaBsIHE HA Pa3sHOOOpa3HU COPTYEPHU YCIYTH
Ha kimueHtute Ha Kok mo Wuatepuer (,,Ye0,
O0azupann ycayru’); u (0) paznmuyam codryepHH
MPOMYKTH, PA3MPOCTPAHABAHNA JI0 KIIMEHTUTE HA

customers and hosted and operated on hardware]
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under control of Clock’s  customers
(“Installable Software”). In particular, Clock has
developed its hotel reservation system and is using
it to provide services to hospitality industry (hotels,
other accommodation premises, restaurants, etc.) as
well as to payment processing companies and other
business entities. In Clock’s General Terms and
further in this Agreement Clock’s customers are
named “End Users”.

Kiiok W cbXpaHsBaHM M H3IIOJ3BAHU HA
TEXHUYECKH CPENICTBA (Xapayep), HaMUpaIId ce
o7 KOHTpoja Ha kiaueHture Ha Kok
(,, AacTranupyem codryep”) . B wactroct Kiok e
pa3paboTHII CBOSL XOTEJICKa pe3epBallMOHHA CHCTEMa
1 g W3M0N3Ba, 3a Ja TNPEAOCTaBs YCIyTd Ha
TypUCTHUYECKaTa HHIYCTPHS (XOTeNH, IPYTH 00EeKTH
3a HACTaHABAaHE, PECTOPAHTH, W T.H.), KAKTO U Ha
¢upmMu 3a 00pabOTKa Ha IUIAIAHMS M Ha JPYrd
crormaHcku cyoektu. B O0mmte ycnoBus Ha Kok u
Mmo-HaTaThbK B Hactosuws [loroBop Knimentute Ha
Kok ce Hapuyar “Kpaiinu norpedurenn’.

C. Clock is and has always been committed to
keeping confidential and to protecting the security
of any information about End Users and the End
Users’ Customers. Clock is especially focused on
protecting the Personal Data of the individuals who
contact Clock or End Users via the Services (as
defined below). To that end Clock has developed its
privacy policy and is doing its best to maintain and
update the said policy in accordance with the
applicable legislation and the leading practices in
the software industry.

B. Kinok e u BuHarm e OWI aHTaXHPaH ChC
3aa3BaHETO Ha IMOBEPUTEIHOCTTA M 3allUTaTa Ha
CUTYpPHOCTTa  Ha BCHYKM JaHHM Ha KpaiiHute
noTpeduTeNnn W Ha TeXHUTEe KineHTH. Kiok oraens
CIIELIMaJIHO BHUMAHHME HA 3allMTaTa JMYHUTE JAHHU
Ha (U3NIECKUTE JIHIA, KOUTO ce cBhp3Bar ¢ Kiok
unn  KpaifHute — moTpeOuTend  MOCPEICTBOM
Yenyrute (KakTo ca ONpeAesieHd Mo-10idy). 3a Ta3u
men Kiok e pa3paboTun cBoATa TMOMUTHKA 34
MMOBEPUTENIHOCT ¥ TI0jlara BCHYKH YCHIUS Ja
MOAIbpKa U OOHOBSIBA TOPENOCOYCHATA MOJUTHKA B
CBOTBETCTBHE C JAEWCTBALIOTO 3aKOHOJATENICTBO U
BOJICIINTE IPAKTHKH B COMTYepHATa MHILYCTPUSI.

D. Clock provides the Services to End User under
the terms of an agreement made either by signing a
particular agreement, or by accepting Clock’s
General Terms (as defined below) or using the
Services by End User (“Main Agreement”). Such
Main Agreement, if related to Web Hosted Services,
is also named “Subscription” in the General Terms.
By entering into Main Agreement End User accepts
this Agreement and vice versa. By using the
Services or by browsing Clock’s Websites End User
accepts this Agreement.

I. Knox mpenocraBs ycnyru Ha KpaiiHnTe
MOTPEOUTENN TIO CHJIaTa Ha JIOTOBOP, CKITFOYEH 4pe3
MOJIIICBAHETO HAa KOHKPETEH JOTOBOP WIHM HUYpe3
npremaneTo Ha O0muTe ycnosus Ha Kok (kakro ca
OIIPCACIICHU HO-I[OJ'Iy), WM 4Ype3 HU3IO0JI3BAHCTO HQ
Yemyrute ot Kpaithus norpebuten (“OcHoBeH
moroop”). Ilomoben OcCHOBEH IOTOBOp, ako ¢
CBbp3aH C YeO Oa3upaHW YCIIyrH, OlIe ce Hapuia
,,AOoHameHT B  OOmMTE  YCIOBUS. Cne
ckmouBaHeTo Ha OcHoBHHA foroBop KpaitHusaT

morpeburen mnpuema HacTtosmua [loroBop u
00paTHOTO. W3non3saiiku Yenyrute Ay
pasmiexmaiikun  YeOcaiita Ha Kok, KpaitHust

moTpeduTen mpueMa Hacrosauus JJorosop.

2. Definitions

2. OnpenesieHus

In this Agreement:

B HacTosmus 1orosop:

(a) “Personal Data”, “Processing”,
“Controller”, “Processor”, “Datal
Subject” and any other terms defined in

Atrticle 4 of the Regulation (EU) 2016/679
have the same meaning as in the said
Regulation.

(a) “JImunn JaHHU ", “OopadoTka”,
“AnmMuHucTparop”’, “OodpadorBam”, “Cy0ekT Ha
MaHHM’, KAKTO W BCSAKAaKBU JIPYTH TOHSITHS,
onpenenearn B Uinen 4 ma Permamentra (EC)
2016/679, MMaT CBIIOTO 3HAYeHWe, Karo B
crioMeHatus Permament.

(b) “End User”, “Services”, “Software” and|
any terms defined in the General Terms
have the same meaning as in the General

Terms.

(6) “Kpaen motpeduten”, “Yceayru”, “Codryep”,
KAKTO W BCSKAKBH JPYrH TIOHSTHS, OTPENCICHH B
OOmMTe yCIOBUs, UMAT CHUIOTO 3HAYCHUE, KAKTO B
OOmmTe ycinoBusl.

(c) “Customer” means any individual who is
either End User’s customer or employee or

subcontractor or other servants or other

(B) “KameHT” o3HauaBa BCAKO (U3UUECKO IIHUIIE,
KOETO € WIM KIMEeHT, WIN CIYXHUTeNl, WIH
MOJU3IBJIHUTEN Ha Kpaiinus norpeburen, wuim

person who collaborates and communicates

IPYTU CIIy’KUTENH, WIH JULE, KOETO CH ChbTPYIHUYH




with End User and transmits data via the
Services.

n oOmeHs uHpopmauus ¢ KpailiHus morpeOuren,
KaKTO M IPEXBBPIIS JAHHH MOCPEJICTBOM YCIYTHUTE.

(d) “Subprocessor” means any third party
authorised by Clock to have logical
access to and process Customer
Personal Data in order to provide parts
of the Web Hosted Services or technical

support to Clock.

(r) “Homm3mbanuTeN” O3HauyaBa BCAIKa TPETA
CTpaHa, yrbiIHOMoIeHa oT KJok Jia uMa JIOTH4eCcKy
moCThI U 00paboTBa JIMYHK NaHHU Ha KimeHTtute ¢
1]l YacTHUYHO TIPEAOCTaBsHE Ha YCIYruTe WU
TeXHUYECKa NMOJJIphxkKa Ha Kilok.

(e)
all services, delivered by Clock or its
subcontractors, either personally or
electronically, on-site or remotely, to
End User in order to ensure and assist
the functionality of the Installable
Software. The said services may)
include, but are not limited to training,
maintenance, remedy of malfunctions,
training videos, product or feature setup
or activation, online issue resolution,
ongoing support, product articles, inline
assistance resources, knowledge]
database records.

“Technical Support” means any and|(x)

“TexHu4ecka MNONAPBKKA’  03HAYABA
BCUUYKH U BCAKA OT/ENHA YCIyra, IpeaoCTaBIHA|
oT KIIOK WM OT HEroBH MOAU3IBIHHUTENM,
HC3aBUCUMO JIMYHO WUIIN CJ'ICKTpOHHO, Ha MSICTO
WM oThanedeHo, Ha KpaiiHute motpedutenu c

en Ja  Cce  IOACUTYpU U TOJANOMOTHE
(YHKLMOHHUPAHETO Ha Wncranupyemus
copryep. Ilocouenute yciayrm Morar naa

BKJIFOYBAT, HO HE C€ OTpaHUYaBar 10 OOydeHHE,
MOJJIPBKKA, KOPEKIHS Ha HEM3MPaBHOCTH,
oOyuaBaly BHJEa, HACTPOWKA WIIM aKTHBALHS
Ha MPOAYKTHTE W (PYHKIIMOHATHOCTHTE, OHJIAIH
pasperaBaHe Ha poOIeMH, TEKYIIa
MOJIPBKKA, POAYKTOBU CTATUU, HHCTPYKIHH B
rpaduyHus uHTEpdelc Ha TpoayKTuTe, 0aza
aHHU C PEICHHUS.

“General Terms” means Clock’s General
Terms and Conditions for End-Users off
Clock — Labelled Software available at the
Website.

()

(1) “O6mm ycaoBusi” o3HauaBa OOIMUTE YCIOBHS
Ha Kok 3a Kpaitau motpebutenu Ha codTyep Mmoa
Mmapkata Clock, Hannuen Ha YeOcaiiTa .

“Website” is Clock’s web site at the
address www.clock-software.com.
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(e) “Yebcaiit” e yebOcaiiTbr Ha Kiok c¢ axgpec:
www.clock-software.com.

3. Data Controller

3. AAMUHUCTPATOP HA TAHHH

3.1 Controller is the respective End User - business
entity which uses Web Hosted Services and/or
Installable Software for carrying out its commercial
activities (for hotel reservations, payment
processing etc.) on the ground of Main Agreement.

3.1 AnMuHucTparop € ChOTBeTHHAT KpaeH
MOTpeOHUTEN — CTOMAHCKU CYOEKT, KOMTO To3Ba Yeh
0asupanu ycnyru w/wunu MHcTtanupyem codryep 3a
M3BBPIIBAHETO HA CBOSTA CTOMAHCKAa IEHHOCT (3al
XOTEJICKU pe3epBalui, 00paboTKa Ha IUIAIIAHUS U
T.H.) Bb3 0OCHOBa Ha OCHOBHHSI JOTOBOD.

3.2 Any and all Customer Personal Data shall be
processed via the Web Hosted Services and/or the
Installable Software for the sole purpose of End
User’s business. End User sets all terms and
conditions for processing Customer Personal Data
(particular ~ categories of data, purpose of]
processing, duration of storage etc.).

3.2 Beruku nmnyan maneu Ha KinenTture cienBa na
Obmar 00paboTBaHM TOCpPEACTBOM YeO Oa3upanu
yciryrn w/unu MHcTtanupyeM coTyep €IUHCTBEHO
3a 1enuTe Ha Om3Heca Ha KpaitHus morpeOuTen.
KpaitHusaT moTpebuten 3ajjaBa BCHYKH CpPOKOBE H
yciioBusi 3a 00pa0oTKara Ha JIMYHWTE JaHHU Ha
Kimenture (KOHKpETHH KaTeTOPHH Ha JaHHH, CPOK
Ha ChXpaHeHHe U T.H.).

3.3 All Customer Personal Data processed via
Services shall be property of End User.

Knuenture,
caj

3.3 Bcuukyd JIMYHH  JaHHM @ Ha
00paboTeHn MOCPE/ICTBOM Yenyrute,
cobcTBeHOCT Ha KpaliHus motpeOuTel.

4. Data Processor

4. O0paGoTBall JaHHU
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4.1 Clock 1s a Processor for and on behalf of End
User who utilizes Web Hosted Services.

4.1 Knok e oOpaboTBaill JaHHH OT UMETO M CMETKa
Ha Kpaen mnoTtpebuten, kolTo wu3mon3Ba Yed
0a3upaHy YCIYTH.

4.2 End User who utilizes only Installable Software
processes Personal Data on its own.

4.2 KpaeH mnoTpeOMTEN KONTO W3MOI3BAa CaMoO
Wucramupyem codryep o00paboTBa JIWYHM JaHHU
caMm.

4.3 Clock shall process Customer Personal Data
submitted, stored, sent or received by End User ¥ta|
the-Serviees solely for provision of the Web Hosted
Services and/or the Technical Support to End User|
in accordance with the Main Agreement.

4.2 Kok o0paboTsa nuunuTe JanHu Ha Kimenrture,
KOWTO Ca TPEJOCTaBEeHHU, ChXPaHABAaHHU, W3IPATEHH
wi  momydeHn ot KpaiiHus — motpeburen
[HOepeAeTROM —YEeAYFHTe CAUHCTBEHO C  IIel
MpenocTaBsHe Ha YeO OasupaHHW YCIYI'H W/WIU Ha
Texnuuecka noanpbkka Ha Kpaitnus notpeburen B
choTBeTCTBHE ¢ OCHOBHUS JIOTOBOP.

5. Data Subject

5. Cy0ekT Ha JaHHU

Customer is a Data Subject.

KieHTHT € CyOeKThT Ha JTaHHH.

PART II
Data Processing with Relation to Web Hosted
Services

YACT I
O0padoTka HA TaHHM, CBbP3aHa ¢
Ye6 6azupanu ycayru

6. Scope of Data Processing

6. O6xBaT Ha 00padoTKAaTa HA JAHHU

6.1 Categories of Data

Customer Personal Data submitted, stored, sent or
received by End User or Customer via the Web
Hosted Services may include the following
categories of data: names, ID number, address, age,
email, telephone, documents, credit card details,
presentations, images, calendar entries, tasks and
other data.

6.1 Kareropuu manau
JlmyauTe gmamHaM  Ha  KimeHTHTE, IIOJAJICHH,

ChbXpaHSBaHW, W3IPATeHH WIW TOIYy4eHH  OT
Kpaiinust morpeburen wim Kimenra mocpeactsom
YeO OasupaHuTe YCIAyrH, MOXKE Jla BKIIIOYBAT
CIIeTHUTE KAaTerOpWHU JIMYHH JaHHU: UMEHA, HOMEp
Ha JOKYMEHT 3a CaMOJHMYHOCT, aJpec, BbH3pacT,
nMmeii, TenedoH, TOKYMEHTH, JaHHU 3a KPeIUTHU
KapTH, NpEe3eHTAluM, H300paKeHus, KaJeHAapHU
3aIncH, 33/1a91 M JPYTH JTaHHH.

6.2 Duration of the Processing

6.2 Cpok Ha 00paboTKaTa

Clock shall process Customer Personal Data for the
entire duration of the Main Agreement plus the
subsequent period of 12 months, unless otherwise
agreed between Clock and End User or required by
the applicable legislation. This Agreement shall
remain valid until the deletion of all Customer
Personal Data.

Knok cnenBa ma oOpaGoTBa NHWYHWTE AaHHH Ha
Knuenture 3a nenus cpok Ha OCHOBHHUS JOTOBOp,
TOTBJIHEH OT TOceABaml nepuox ot 12 mecera,
OCBEH aKo JAPYr CPOK € JOTOBOPEHO APYro MEXKIY
Knok u Kpaiinus noTtpedurten uinm ce H3HCKBa

CBIJIACHO JEHCTBAIIOTO 3aKOHOJATEJNICTRO.
Hacrosmuar JoroBop ocraBa B cwia Jo
M3TPUBAHETO HAa BCHUYKM JIMYHM JIaHHU  HA|
Knuenture.

7. Non-Disclosure Commitment

7. IloBepuTeTHOCT

7.1 Clock, without End-User’s
approval in writing, shall not:

prior explici]

7.1 Kok, 6e3 mpenBapuTeTHOTO M3PUYHO ChIIACHE
B mucMeHa ¢opma oT crpaHa Ha KpaiiHus
noTpeduren, ce 3aabKaBa 1a He:

(o) disclose a copy of Customers Personal Datal
to any third party;

(a) mpemocTaBs KONMHE OT JIMYHUTE JAHHU Ha
KireHTHTE Ha KOSITO U J]a € TPeTa CTPaHa;

(B) use Customers' Personal Data for any)
purposes different from providing Services
to End User;

(6) m3moN3Ba JNWYHWTE NMaHHH Ha KimeHTtute 3a
KaKBUTO U J1a € IIeJIM, Pa3JINYHU OT MPETOCTABSIHETO
Ha Ycnyru Ha Kpaitaus motpebuTten;

unless such disclosure or use is required by a
competent authority in accordance with the
applicable legislation.

OCBCH akKoO HO,I[O6H0 pasriacsaBaHE WU yHOTpeGa C¢
M3HCKBA OT KOMIICTCHTHHUTC BJIACTH B CHOTBCTCTBUC
C ILCI\/'ICTBaHIOTO 3aKOHOJAaTCJICTBO.

7.2 Without prejudice to the above Clause 7.1 Clock

7.2 be3 nma ce 3acara ropemnocoyeHara Ttouyka 7.1.,

shall be entitled to disclose Customer Personal Datal

Kok  wmMa mpaBo J1a pa3KpuBa JUYHWTE JAaHHA Ha
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to Subprocessors, consultants and other service
providers. The disclosed Customer Personal Data
shall be subject to the respective recipients of data
protection policy.

Knuentute npen [lonu3nbaHuTen, KOHCYATAHTH U
Ipyru JOCTaBYMLM Ha yCIyrd. PasmiaceHuTe JTU4HY
mapan  Ha Kimenture me Opxar o0O0OeKkT Ha
MOJUTHKATA 3a 3allydTa Ha JJaHHUTE Ha ChOTBETHUTE
MOJTy4YaTeNu.

8. Security Measures

8. Mepkm 3a curypHocT

Clock shall implement and maintain security|
measures to protect Customer Personal Data against
unauthorized disclosure or access, accidental or]
unlawful destruction, loss, alteration. Clock will be
continuously monitoring the functionality and the
adequacy of the security measures and may from
time to time modify and update the security
measures.

Kok 1m1e BbBeXIa U MOAIBPKa MEPKH 3a CUTYPHOCT]
C OoIVIe[ 3alliMTara Ha JUYHUTE NaHHU Ha KiimeHTuTte

OT HEMO3BOJICHO paslacsiBaHe MWW  JOCTHII,
WHIIAICHTHO WJIM HE3aKOHHO YHHINO)KaBaHe, 3aryoa,
mpomsiHa. Kilok 1mie ciuemm  TOCTOSHHO 32

M3IBJIHCHUETO W aJeKBaTHOCTTa Ha MEpPKUTE 32
CHUTYPHOCT M MOXE IEPUOAMYHO Ja H3MEHS U
00OHOBSIBA MEPKHTE 32 CUTYPHOCT.

8.1 Data centres

8.1 IleHTpOBE 32 TaHHU

8.1.1 Clock maintains all Customer Personal Data
and processing on servers hosted at data centres of]
Amazon Web Services (AWS). AWS demonstrate
compliance with rigorous international standards,
such as ISO 27001 for technical measures, ISO
27017 for cloud security, ISO 27018 for cloud
privacy, SOC 1, SOC 2 and SOC 3, PCI DSS Level
1, and EU-specific certifications such as BSI’s
Common Cloud Computing Controls Catalogue
(C5). AWS continues to pursue the certifications.
AWS’s Terms of Use, Privacy Policy and AWS
Customer Agreement are available at AWS’s web
site: https://aws.amazon.com/.

8.1.1 Kmox ocbliecTBsiBa HOOAAPBHXKKATa U
oOpaboTkata Ha BCHYKA JIMYHH JIaHHA  HAQ|
Kinuenture, ChXpaHsIBaHU Ha ChPBBPH,

Pa3MONIOKEHN B IIEHTPOBETE 3a JaHHM Ha Amazon
Web Services (AWS). AWS cna3Ba cTporure
MexnyHapoqHu crtaHaapta karo I[SO 27001 3a
TexHuueckn Mepkd, ISO 27017 3a oOnauna)
curypHoct, ISO 27018 3a mnoBepUTETHOCT HA|
mannute B ooaka, SOC 1, SOC 2 u SOC 3, nuso 1
Ha PCI DSS, kakro u cneuudpuunure 3a EC
cepruduramun  karo BSI’s Common Cloud
Computing Controls Catalogue (C5). AWS
W3ITBITHIBA 33bJDKCHUATA CH 110 cepTU(UKAIUUTE.
OOummre ycnosusa, [lonmuTrkara 3a MOBEPUTEITHOCT
Ha AWS, KakTo U TEXHUAT KIUEHTCKU JIOTOBOpP CA
HaJIM4HM Ha yeOcaiiTa uM: https://aws.amazon.cony/.

8.1.2 All Customer Personal Data based in the
European Union are processed and stored on servers
in the European Union or in other countries which
maintain high standards of data protection.

8.1.2 Bewukun nauuan gaHad Ha Kionentw  or
EBporneiickust cbio3 ce 00paboTBaT M ChXpaHsBaT Ha
ChpBBPU B EBpomelickus Chi03 WK B APYTH CTPaHHU,
KOUTO TMOIbPXKAT BUCOKU CTAHAAPTH 3a 3aIluTa Ha|
maHHuTe.

8.1.3 For the purpose of this Agreement the servers

8.1.3 3a uenute Ha HacTosLUA JJOroBOp ChbpBBpPHUTE,

used by Clock shall be referred to as Clock’ssmomssaan ot Kiok, me Obpmar HapuuaHU
servers. Copsbpute Ha Kitok.
8.1.4 Clock monitors Clock’s servers to ensure that{o8.1.4 Kjok ocbluecTBsIBa MOHHUTOPDUHT  Ha|

there is no unauthorised access to any data stored
thereon. Clock implements various methods and
technologies for prevention and detection of any
intrusion or intrusion attempt to the servers and
data.

cepBbpuTe Ha Kok, 3a na rapaHTtupa, 4e HsAMa
HEYIbJIHOMOIIEH JOCTBI 0 KAKBUTO U Ja € JaHHWU,
ChbXpaHsSBaHM Ha Te3W CHPBHPHU. Kilok mpuiara)
Pa3TUYHU METOIU Hu TEXHOJIOTHUU 3a
[pEOTBPATABAHETO n YCTaHOBSIBAHETO Ha
[MPOHUKBAHE W OIHUTH 3a MPOHWKBAHE HA CHPBLPUTE
1 JAHHUTE..

8.2 Clock’s staff control

8.2 KouTpona Ha nepconana Ha Kigok

8.2.1 Clock has implemented and maintains a data
security policy for its staff and provides security
training as part of the training package for its staff.
Clock’s employees and partners are required to
conduct themselves in a manner consistent with
Clock’s  guidelines regarding confidentiality,

8.2.1 Kiox e BbBeN W MOAIbpkKAa IMOJUTHKA 3a
CUT'YPHOCT Ha JAHHUTC I10 OTHOUICHHUEC Ha CBOA
MepcoHall, KaKTO W TMPEJoCTaBs OOydeHHE 110
CHUTYPHOCTTa KaTro 4acT OT MakeTa OT oOy4eHHs 3a
cBOst mepcoHan. CIy)KUTenuTe W TMapTHHOPHUTE Ha
Kiok ca 3agbbkeHH Aa choOpas3sBar MOBEICHUETO

business ethics, appropriate usage, and professional

CHU C YKA3aHUsATA Ha Kok 3a HOBCPUTCIHOCT, JCJI0BA
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standards.

CTHKa, HaJIJIC)KHa yHOTpe6a u HpO(l)GCI/IOHa.HHI/ITC
CTaHIapTH.

8.2.2 Only authorised staff will have access to
Customer Personal Data only in relation with the
execution of their direct duties on operating and
supporting the Services. Each member of the staff]
has signed special data security addenda to their
agreements and undergoes periodic instructions and
trainings about data security. Clock’s staff will not
process Personal Data without authorization.

8.2.2 Camo yIIBIHOMOIICH IIEPCOHAN IIIe WMa
TOCTHII 10 JIMYHUTC JaHHU HA KimmenTtnre 3a TCINUTEC
Ha V3ITBIHCHHETO HA TPEKUTE UM 3aJBIDKCHHUS TI0
M3BBPIIBAHETO W MOJAPBKKaTta Ha Ycmyrute. Kbm
CBOWTE JOTOBOPH BCEKHM WIEH Ha IEpcOoHala e
MOAMUCAN CIEHUAIHA aHEKCH BBB BpPB3KA ChC
CUTYPHOCTTA Ha TAHHUTE U MPEMHHABA MEPUOANICH
WHCTPYKTaX M OOy4YeHHE OTHOCHO CUTYPHOCTTa Ha
nmuyauTe nanHd. Ilepconanst Ha Kiok HsamMa ga
00pa0oTBa JIMYHU JTAHHK 0€3 TI03BOJICHUE.

8.2.3 Clock’s security staff is responsible for the
ongoing  monitoring of  Clock’s  security|
infrastructure, the review of the Software and
Services, and responding to security incidents.

8.2.3 Cnyxurenure mno curypHocrra Ha Kiok ca
OTTOBOPHU 3a IIOCTOSHHOTO HaOJIOIEHHE Ha
WHppacTpykTypata 1O curypHocrta Ha Kiok,
nperneasT Ha CodTyepa u Yemyrute, B3eMaHETO Ha
CHOTBETHUTE MEPKHM IIpU MHIUJICHTU 3acsraiiy
CUTYPHOCTTA.

8.3 On-site control

8.3 IIpoBepKa HA MIACTO

Clock controls and restricts the access to its
premises, hardware and documentation. Clock’s
premises require electronic cod key access and are
monitored by TV cameras. Only authorized|
employees and contractors have access to these
premises. Entrants are required to identify
themselves.

Kok KOHTpOJUpa ¥ OrpaHuvaBa JOCTHIIA IO CBOUTE
MOMEIIEHHS, Xaplyep W JOKyMeHTarms. JloCThIbT
o mnomemeHusATa Ha KIIOK ce OChIecTBsBa
MOCPEACTBOM CJICKTPOHEH YW U ce HaOIroaaBa upe3
Kamepn 3a HaOmomenme. CaMoO  YITBITHOMOIICH
MEPCOHATI W KOHTpAr¢HTW HMaT AOOCTBII OO0 TE3H
MMOMEIICHHS, KaTo BIM3AIIUTE ca 3aJb/DKCHU [1a
YIOCTOBEPST CAMOJIMYHOCTTA CH.

8.4 Encryption

8.4 Kpunrupane

8.4.1 All data records in the databases are protected
with credentials and all data transmission between
End User’s and Customer’s hardware and Clock’s
servers is encrypted, so that it is only readable
through the graphical user interface (“GUI”) or the
application programming interface (“API”) and
only after a successful submission of valid
credentials, e.g. username, password, PIN, multi-
factor authentication, API secret key, etc. Open
public features may not require customers to submit
credentials in order to visualise data intended for
public visualisation.

8.4.1 Beynuky 3amucy Ha DaHHUA B O0a3WTe JaHHU ca
3alIUTEHH M CE JOCTHIBAT C TEXHUYECKU CPEICTBA
3a yIOCTOBEpsIBaHE Ha CaMOJIUYHOCTTa (HaIpuMep,
MOTPEOUTEIICKH UME, TTapoia Koj 32 MyITH(AKTOPECH
TOCTBIT) Karo BCAKO MPEXBBPIISHE HA JaHHH MEXKIY)|
xapayepa Ha Kpaitaus notpeburen wim xapayepa Ha
Kinenra, no cepebpure Ha Kilok, € kpuntupaso,
Taka Y€ CHOTBETHOTO CBHABP)KAHHE MOXKE Ja ce
rpodere camo MTOCPEACTBOM rpadhuyHAS
motpedutenckn  uHTepdeiic (GUI) wmm  mpe3
nporpamuust uHTepdeiic (API) m 10 camo cnen
YCTIETHOTO MpeaoCTaBsIHE Ha BaJIUIHU
MOTPEOUTENICKM JaHHW 32 JIOCTBII, HaIlpUMep,
moTpeOuTeNCcKo uMe, maposna, [IMH, maorodakropHal
aBTeHTH(UKAIMSA, TaeH KIIOY 32 [PHIOKHO-
nporpaMed uHtepdeiic u T.H. OTBOpeHH MyOIMYHH
(YHKIIMOHATHOCTH MOX€ Ja He W3HUCKBaT OT|
MOTPEOUTEN MPETOCTaBIHETO HA JAHHU 32 JAOCTBII
3a BU3yaJIM3alisITa Ha JaHHU C TyOIWYeH JOCTBHIL.

8.4.2 Clock applies data encryption that meets the
highest requirements for encryption and encrypting
keys. The new class of encryption complies with the
strict and practice-oriented requirements of]
Payment Card Industry Data Security
Standards (PCI DSS).

8.4.2 Knok npumnara KpunTHpaHe Ha JAHHUTE, KOETO
MMOKPHUBA Hal-BHUCOKWUTE M3MCKBAHUS 332 KPUNTHPAHE
1 KPUNITUPALTH KITfodoBe. HOBUAT Kilac KpunTHpaHe
0TroBapsi Ha CTPOTUTE U MPAKTHYECKH OPHUEHTHPAHU
n3uckBaHus Ha CTaHgapTUTe 3a CUTYPHOCT Ha
maHHW HA MHAYCTpHsATa 3a kapTtoBu Iwiamanus (PCI
DSS).

8.5 Credit card data security

8.5 CUrypHOCT Ha TaHHUTE 34 KPEIUTHU KapTH

Credit card data storing and retention is a subject of]

C’BXpaHHBaHeTO Ha JaHHM 3a KpPCIAUTHU KapTHu €
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specific regulations like PCI DSS or End User’s
agreement with respective payment processor of|
acquirer. End User shall collect, process, access and
destroy credit card data according to all applicable
standards, agreements, guidelines and regulations.
End User shall follow Clock’s PCI DSS guidance
(available at the Website) and meet its obligations
stipulated there.

MpeaIMeT Ha KOHKpeTHH pernameHTH karo PCI DSS
nin  goroBopute Ha KpaliHus motpebuten ¢
CHOTBETHATA dbupma, obpaboTBara WY
npuoOuBaiia miamanus. KpaitHuar nmorpeduren ce
3aabiKaBa Ja chOupa, o0paboTBa, MOCTHIBA U
VHHUIIIOXKaBa JAHHW 32 KpPEAWTHUTE KapTH B
ChOTBETCTBHE  Ha  JCHCTBAIIUTE  CTaHIAPTH,
TOrOBOpH, YyKazaHus W pasnopenou. KpaitHust
MOTpeOUTEN Ce 3ab/KaBa J1a Clla3Ba yKazaHUATa Ha
Kok 3a cwroOmomaBane Ha PCI DSS (manmmunn Ha
YeOcaliTa) v J1a M3MBJIHSIBA TPOU3THYAIIUTE OT TAX
33IBJIKCHUSL.

8.6 End User control

8.6 KonTpon Ha Kpaitaus morpeduren

Clock shall assist the End User in ensuring
compliance with the End User’s obligations as to
Personal Data protection. In order to assist End
User Clock shall implement and maintain,
application features which shall included as but
shall not limited to those listed below.

Kok me mnoamomara Kpaiinus mnorpebuten B
M3ITBIHCHUSTA Ha 3ab/DKEHUSITA MY BbB BPB3Ka ChC
3aluTaTa Ha JUYHUTE TAaHHHU. 3a Tasu Iea Kook me
BbBEIC W HOAIbpKA  (YHKIHMOHAIHOCTH  HA
codTyepa cH, KOUTO BKIIOYBAT, HO HE CE OrpaHUYaT,
C, IOCOYSHHUTE TO-J0IY.

8.6.1 Levels of access

8.6.1 Hupa Ha JoCTHI

Clock has redesigned the Software to enable End
User precisely determine the level of access of its
employees to Customer Personal Data.  For
example, the staff having the lowest level of access
shall be able to work with anonymized (masked)
Customer Personal Data only. Generally the levels
of access shall be:

Kimok e mnpepadorun Codryepa, 3a Ja gane
BH3MOXKHOCT Ha KpaliHus moTpeOuTen npenusHo 1a
OTIpeieNI HUBOTO Ha JOCTHII HA CBOUTE CITYKHUTEIH
no nuuHute AaHHW Ha Kimentute. Hampumep,
[IEPCOHANBT ¢ HAH-HUCKO HUBO HA JIOCTBII IIE MOXKE
1a pabOTH caMO C AHOHUMH3HPAHUTE (MAaCKHUPAHUTE)
nmuuHu gaHHu Ha Knuentute. Karo usio HuBara 3a
ITOCTBII ca CIICTHATE:

(a) Prohibited access. Employees will only see
[*#**x%x%%] instead of Personal Data.

(a) 3abpaneH goctbi. CHyXHTENHTE IE BUXKIAT,
caMo [********] pMecTo IMYHUTE TaHHU.

(b) Basic access. Employees will partially see
Customer’s details in order to process
Customer’s booking of End User’s services
(hotel booking, card payment etc.) but will
not be able to identify the Customer.

(0) basucen pmocten. ChyXuUTETHTE I BIDKAAT
JacTUUHUTE AaHHM Ha KimeHTa, 3a ma oOpaboTBar
pesepBanuATa Ha KimeHTa karo yact OT yclyrure Ha
Kpaitnust moTtpeburen (xoTencka pesepBanus,
KapTOBO IJIallaHe W T.H.), HO HAMa Ja MOrar Ja
nnentuduimpar KimenTa.

(c) Operational access. Employees will be able
to view full Personal Data of each
Customer on the booking, profile and other|

Screens.

(B) OneparuBeH gocTbi. CIy>KUTENUTE 11Ie MOTar J1a)
pasmekKIaT MBJIHUTE JUYHA JaHHH Ha BCEKU
KiueHT Ha ekpaHa C pe3epBaiusTa, npoduia Ha
rocra 4 T.H.

(d) Full access. Employees will be able to view,
export and copy full Personal Data of each

Customer.

(r) IIenen pocrbn. ChyXdTeNuTe IIe MOrar Jaa
pasmiexJar, eKCIOpTHpaT W KONUPAT IIbJIHUTE
JIMYHY JaHHU Ha Bceku KimeHT.

8.6.2 Access Control

8.6.2 KoHTpoJ Ha IocThIA

End User and End User’s administrators are
required to authenticate themselves via an
authentication system in order to use the
Services. Software checks credentials in order
to allow the display of data to an authorized
End User or authorized End User’s
administrator.

KpaiHusT noTpedouTen u HETOBUTE
aJIMUHHUCTPATOpH ce 3a]IbJIKaBaT 14l
YAOCTOBEPSBAT CaMOJIMYHOCTTA cyl

[OCPE/ICTBOM CHCTEMara 3a aBTeHTH(UKaLus, 34|
na msnon3Bar Yeayrure. CodTyepbT npoBepsiBa
NTAHHWUTE 3a IOCTBHII, 3a J1a T03BOJIN [TOKa3BaHETO
Ha JJaHHU Ha ynbiaHoMmolleH Kpaen norpeOuren
WIM HETOB aIMMHUCTPATOP.

8.6.3 Anonymisation

8.6.3 AnonnMmuzaiusg
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Partially masking or restricting the visible
information of each Customer on the screens and in
the reports to the minimum. The Customer Personal
Details are hidden in the below manner and are only)|
accessible when having additional access rights:

UacTUuHOTO MacCKHUpaHE€ WJIM OrpaHruvdaBaHC HQ
BHUIUMaTa I/IH(l)OpMa]_II/I}I 3a Bceku KimeHT Ha
CKpPaHUTEC W B CIPABKHUTE 10 MHUHHUMYM. JImgaunTe
JITaHHW Ha KIIMCHTUTC Ca CKPUTH 110 JOJIYIIOCOYCHUA
Ha4uMH W MoOrar Jnga 6T>,Z[aT JOCTBIICHHU CaMO
MOCPCACTBOM JOIBJIHUTCIIHUA IIpaBa 3d IOCTBII:

e A first name initial and surname [J Smith].
e The first 4 letters of the email address
e The last 4 digits of the telephone number

e [InpBara OykBa Ha MaJIKOTO UM€ U (DaMHUIIHO
rme [J Smith].
o [IepBute 4 OykBM Ha HMEHNT ajpeca

e [locnemaure 4 1mbpu Ha TenehOHHUS
HOMep [ ¥******%1234 ]

8.6.4 Consent to marketing emails or giving

8.6.4 Cormache 3a modaydaBaHEe Ha MApPKETHHTOBH

information to third parties

MMEWIN WO NPEeNOCTaBsIHE Ha JWYHUTE JIAHHW Ha

TPETHU CTPAHU

In the creation of a booking, a field and related
consent text will be displayed in the WRS customer
self-service portal, customer profiles and any other
point where personal data is collected for the first
time in relation with the particular booking to ask
for the Customers' permission to send them
marketing emails and/or provide their data to third
parties. In the Guest Mailer, Clock has also added
an option to filter Customers who have not agreed
to receive marketing emails.

[lpn cb3maBaHEeTO Ha pe3epBanus, TMoOJe H
CHOTBETHHSI TEKCT 3a ChIVIacHe Iie ObJaT MOKa3BaHHU
B OHJIAH pe3epBalliOHHATa CUCTEMa W JIMYHUS
moprai, B npodunure Ha KimeHTHTe M Ha BCEKH
IpyT eram, KbJIETO c€ CHOMpaT JUYHU JaHHH 32
IBPBU BT BbB BPBh3Ka C KOHKPETHA pe3epBalus, 3a
na ce moucka paspemieHueTo Ha KimeHta na my ce
W3MpaIiaT MapKeTHHTOBH WUMEWIH W/WIM HETOBUTE
maHHU Ja ObJaT MPeJOCTaBSIHU HAa TPETU cTpaHu. B
(YHKIIMOHATHOCTTa 32 aBTOMaTHYHH umeinn Kitox
CBHINIO € A00aBMJI BB3MOXKHOCT 3a (GWITpHUpaHE HA|
KIMCHTHTE, KOWTO  HE ca Cce ChINacHiu Ja
MoJTyyaBaT MapKETUHTOBH UMCHIIH.

9. Data Deletion

9. U3TpuBaHe HA TaHHU

9.1 Unless otherwise explicitly agreed in writing
between Clock and End User, Clock shall delete all
Customer Personal Data from its systems not later
than 3 months of expiry of the Main Agreement.

9.1 OcBeH ako HE € U3PUYHO JOTOBOPEHO JAPYro B
mucMeHa ¢Gopma wMexay Kok wu  Kpaitnus
norpeburen, Kiok ce 3amgmikaBa ga HM3TpHUBA
BCHUKM JUYHM Ha KimeHTuTe OT cBOMTE cucTeMu
HE II0-KbCHO OT 3 Mecela OT W3THYAHETO Ha
(OCHOBHHUS JIOTOBOD.

9.2 Clock shall enable End User to delete Customer
Personal Data prior to expiry of the Main
Agreement. End User shall be able to search for and
erase Customer Personal Data from bookings and
profiles without deleting the bookings. Furthermore
End User shall have the option to forbid automatic
deletion for certain profiles (e.g. participants in
End User’s client loyalty programmes).

9.2 Knok ce 3agpixkaBa Aa Jafe Bb3MOXHOCT Ha
KpaiiHus moTpebuTten na W3TpHBa JTUYHUTE JTaHHH
Ha Kimenture npenun w3tudanero Ha OCHOBHHSA
moroBop. KpaitHusT morpeburen ciemBa ga MOXe
ThPCH M W3TPUBA JIMYHU JNaHHM Ha KimeHTute OT
pesepBanmuTe u mnpodwianTe, 0€3 Ja HU3TPUBA
pesepBarmute. OcBeH ToBa KpaltHusT morpeOuten
clemBa a WMa BB3MOXKHOCTTAa Ja 3a0paHsBa
ABTOMATUYHOTO HW3TPHBAaHE HA JIMYHU JaHHUA 33
onpeaencHu mnpoduin (HanmpuMep YYaCTHUIU B
nporpaMute 3a JosaHocT Ha KpaiiHust motpeOuten).

9.3 Upon End User’s explicit request in writing
Clock shall delete Customer Personal Data from
Clock’s systems prior to expiry of the Main
Agreement, not later that 3 months of receipt of the
request.

9.3 Ilo m3puuHO uckaHe Ha KpaitHus morpeduren B
nucMeHa (opma Kiok ce 3agpipkaBa lla U3TpHe
NMUYHUTE JaHHW Ha KimeHTHTe OT CHUCTeMHuTE CHU
npeau u3Tu4aHeTo Ha OCHOBHMS JOTOBOp, HE TO-
KBCHO OT 3 Mecela OT IOJIy4aBaHEeTO Ha HCKAHETO.

9.4 Without prejudice to the above Clauses Clock
may store Customers’ Personal Data if such a
storage is required by the applicable legislation.

9.4 be3 ma ce 3acarar TOpenocodYeHUTE TOUKH, KIToK
MOXKE Jla ChXpaHsiBa JUYHUTE AaHHU Ha KiueHnrture,
aKo MOIOOHO ChXPAaHEHHUE Ce M3KMCKBA IO CHJIaTa Ha
IeiicTBAIOTO 3aKOHO/IATEIICTBO.

10. Data Incidents

10. UHOMIEeHTH ¢ JaHHUTEe




10.1 If Clock becomes aware of a data incident,
Clock shall notify End User promptly and without
unreasoned delay; and shall promptly take
reasonable steps to minimize harm and secure
Customer Personal Data.

10.1 Axo Ha Knok cTaHe M3BECTHO 3a MHIIMJIECHT C
TaHHY, CHINUAT CE 3aJIbJDKaBa Jla u3BecTH Kpaiinus
morpebuten He3abaBHO W 0e3 HEOOOCHOBAHO
3a0aBsHe;, KaKTO M ce 3aab/DKaBa He3ab0aBHO Ja
MpeanpreMe  BCUYKH TOAXOMASAIIM JEHCTBHUA 32
MUHUMH3UpaHEe Ha IIETHTe W oO0e3leuaBaHe Ha
CUT'YPHOCTTA Ha JINYHKUTE JaHHU Ha Kiinenrture.

10.2 End User shall be solely responsible for|
complying with applicable incident notification
legislation and fulfilling its notification obligations
related to data incidents (incl. notification of the
persons concerned the data incident) .

10.2  KpaifHusT mnoTpebuten €  eAWHCTBEHO
OTTOBOPEH 32 CIAa3BaHETO Ha  JEeiCTBAIOTO
3aKOHOJATENICTBO ~ OTHOCHO  H3BECTSABAHETO  HA
VHIUICHTH W W3ITBIHEHUETO Ha 3abJDKEHHUATAa CH
[0 TOBa  3aKOHOJATEIICTBO (BKJTFOUUTETTHO
M3BECTSIBAHE HA 3acerHaTUTE OT  MHLUACHTA C
TAaHHUTE JIAIA) .

10.3 Clock’s notification of or response to a data
incident shall not be construed as an
acknowledgement of any fault or liability with
respect to the data incident.

10.3 U3BectaBaHeTO WM peaklusTa OT CTpaHa Ha
Kok Ha WHLIUAEHT C JaHHM HE clefBa Ja ce
THJIKyBa IPU3HABAHE HAa KAKBaTO U Jla € BMHA WM
OTTOBOPHOCT TI0 OTHOIICHWE HA WHIUIECHTA C JIUIHH
TAaHHMU.

11. End User’s Responsibilities

11. OtroBopHocTu Ha KpaiiHusi morpeduTe

11.1 Clock’s commitments under this Agreement|
shall not release End User from its
obligations as Controller. End User
undertakes to develop, implement, control
update its internal data protection and
privacy policies.

11.1 Awnraxumenture Ha Kiok no cunara Ha
Hactosmus  JloroBop He 0CBOOOXKIaBaT
Kpaithust  morpebuten  OT  HETOBUTE
3a0bJDKEHHS  Karo  AJMHHHUCTPaTop Ha
nuaHd  naHHu. KpaifHuar motpeburen ce
3aabpikKaBa  Ja  pa3paboTH,  BbBEJE,
KOHTPOJIMpa 1 OOHOBSIBA CBOMTE BBTPEIIHHU

related to data protection. End user shall
continuously take all reasonable security|
action, such as but not limited to
implementing virus protection software,
network security policies or periodic update
of passwords, to improve the general
system security of your hardware and
networks which are in a direct relation with
the data protection.

MOJMTUKU 32 3alluTa Ha JaHHUTE |
TTOBEPHUTEITHOCT.
11.2 End User undertakes to comply with any|l1.2 Kpaiinuar norpeburen ce 3axbikaBa a cras3pa
requirements of the applicable legislation as BCHYKM W3UCKBaHWs Ha JEWCTBAIIOTO
well as to follow Clock’s instructions 3aKOHOJATENICTBO, KAaKTO H Ja ClIe[Ba

ykazaHusita Ha KJOK 1O OTHOIIEHWE Ha
3amurara Ha AaHHu. KpalHuar motpeduten
cjeaBa IOCTOSHHO Ja MHpEANpHeMa BCUYKH
MOJXOJSINM  JISHCTBUSI BBB BpPB3KA ChC
CUTYPHOCTTa, KOWUTO BKIIOYBAaT, HO HE CC
OorpaHHMYaBar ¢, yrnorpedara Ha aHTUBUPYCEH
coTyep, HOTUTUKHA 33 MPEKOBA CUT'YPHOCT
WK TIEPUOINYHO OOHOBSBaHE Ha TMAPOJIHTE,
nmogoOpsiBaHe  Ha ~ o0miata  CHCTEMHA
CUT'YPHOCT Ha CBOSL XapAyep H MpPEXH,
KOWTO Ca MPSIKO CBBbP3aHU ChC 3alIUTaTa Ha
JIMYHUATE JAHHMU.

11.3 Customer is solely responsible for its use of the
Services, including:

11.3 KiueHThT € EeIWHCTBEHO OTTOBOPEH KakK|
M3M0J13Ba YCIIYTHUTE, KaTO TOBA BKJIIOYBA:

(a) setting the character of Customer Personal
Data to be processed;

(a) 3amaBaHeTO HA XapakTepa Ha JIMYHUTE JaHHU Ha
KnueHTa, KOUTO cieBa 1a ce 00padoTsar;

(b) making appropriate use of the Services to
ensure a level of security appropriate to the
risk in respect of the Customer Personal

Data;

(0) momoOaBamiara mon3BaHe Ha YCIYIHTE C el
OCUTYpsSIBAHE Ha TOAXOASAII0 HHUBO HAa CHUTYPHOCT
CIIPSIMO pUCKa 3a JIMYHKUTE NaHHU Ha Kinenra;

(©)

securing the account authentication|
credentials, systems and devices End User|

(B) oOe3mmeyaBaHeTO HA CHTYPHOCTTA Ha JTAHHWTE 32
ABTCHTU(UKAIIUS HAa  akKayHTa, CHCTEMUTE H

uses to access the Services; and

ycTpoiictBata, kouto  KpallHusT  morpeburen




M3I10JI3Ba 3a JOCTHBII 0 chymTe, KaKTO Hu:

(d) backing up its Customer Personal Data;

(T) ch3MaBaHe Ha pe3ePBHO KOIME HA JJMYHUTE JaHHU
Ha Knmmenrure;

(e) securing Customer Personal Data that End
User elects to transfer or store outside of]
Clock’s systems.

(1) obesreyaBaHETO HA CUTYPHOCTTa HAa JIUYHHUTE
nanau Ha Kimenrture, kouto Kpaitausat norpeduren
n30Mpa Jla TPEeXBbPIM WIH CHXPaHIBA W3BBH
cucremute Ha Kiok.

(f) evaluating for itself whether the Web

Hosted Services, including Cock’s security|
measures and control meets End User’s
needs and obligations as a Controller.

(¢) coOcTBeHa olleHKa, Jaanu YeO Oa3upaHuTe
YCJIIYI', BKIIOUUTCIHO MCPKUTE 3a CUT'YPHOCT H
koHTpod Ha Kiok mokpuBar morpeOHOCTHTE U
RambokeHMATa Ha KpaiiHus morpeburen Karo
A TMUHHCTPATOp Ha JIMYHU JIAaHHHU.

11.4 Clock has no obligation to protect Customer
Personal Data that End User elects to store or
transfer outside of Clock’s systems (for example,
offline or on-premise storage).

11.4 Kok HIMa 3aabJDKEHHUE Ja 3alllMTaBa JINIHUTE
manau Ha KimenTuTe, komto KpaitHusaT motpeduTen
m30npa 1a ChXpaHABA WIH TPEXBBPIN W3BBH
cuctemute Ha Kitok (Hampumep oduiaiiH cbXpaHeHHE
WJIM TaKOBa Ha MSICTO).

11.5 End User accepts and agrees that Clock
provides a level of security appropriate to the risk in
respect of the Customer Personal Data and meets
all requirements of the data protection legislation of]
the country where End User’s business is based. If]
the said legislation requires from Clock any
registration, permission or licensing End User shall
promptly notify Clock and Clock shall be entitled to
terminate Main Agreement at its sole discretion
without any liability for Clock. Failing to notify,
End User shall indemnify Clock against any|
penalties imposed or damages incurred in relation
with any inconformity with the said legislation.

11.5 Kpaitauar notpeburen npuemMa U ce chIyiacssa,
ye Kiok mpemocTtaBs HHUBO Ha CHUTYPHOCT, KOETO
CHOTBETCTBA HA PHUCKA, CBbP3aH JMYHHUTE JAaHHHU HA
KnueHTuTe, KakTo M TMOKPHBA BCHYKU W3HUCKBAHMSA
Ha 3aKOHOJATEJICTBOTO 3a 3alllUTa Ha [aHHUTE B
CTpaHaTa, KbIETO CE€ OCBIIECTBABA CTOIAHCKATa
nmeiitHoct Ha  Kpaitams  motpeburen. Axo
rOpEroCOYCHOTO 3aKOHOIATEICTBO M3HCKBa OT Kok
KakBaTo M Ja € perucTpanusi, paspellieHue Wiy
muueH3upade, KpallHUAT moTpeduTen ce 3aabKaBa
He3abaBHO 1a u3BecTH Kiok 3a ToBa, a mocnenHUsT
Ma TpaBo ja rpekpati OCHOBHUS JIOTOBOP 1O CBOS

coOCTBeHa nmpeueHKka Oe3 KakBaro M Ja €
oTroBopHOCT 3a Kiok. IIpu Hecna3Bane 3a
3a1bJDKCHUETO 3a HU3BECTABAHE Kpaiinusar

noTpeduTen ce 3aapbkaBa jga obesmerd Kiok 1o
OTHOIIICHHE HA BCUYKH HAJIOKCHU HAKA3aHWS WIN
MPETHPIICHN IIETH BHB BPB3KA C KAKBOTO W Ja
HECHOTBETCTBHE c TOPErnoCOYCHOTO
3aKOHOJIATEJICTBO.

11.6 End User accepts and agrees that despite
Clock’s reasonable efforts data incidents are
possible (for example, as a result of technical
malfunction, programming error, or hacker attack
etc.) End User shall implement all reasonable
efforts to protect itself against consequences of such
data incidents, which measures shall include but
shall not be limited to:

11.6 Kpaitaust notpebuTen nmpueMa 1 ce ChINIacsBa,

e BHIPEKH BCHUUYKU Pa3yMHH YCHJIUSI OT CTpaHa Ha
Kinok ca BB3MOXKHHM MHUMACGHTH C JaHHHUTE
(Hampumep B pe3ylTar  Ha  TEXHHYECKa

HEU3IPABHOCT, IPOTPaMHCTKA IPEIIKa WA XaKepCKa
araka W T.H.). KpaliHuST moTpeduTen ce 3aapikaBa
1a IpenpueMe BCUYKH Pa3syMHU YCHIIUSA, 34 J1a CE
3alIUTH OT TOCJIEACTBUATA HA MOXOOHM MHIMICHTU
C JIMYHU JAaHHM, KaTo TEe3M MEpPKH clelBa Aa)
BKJIIOYBAT, HO HE CaMO:

(a) downloading periodically the
exports, available in the Software;

report

(a) MepUOAMYHOTO EKCIIOPTUPAHE U ChXpaHEHHE Ha
otuetn, HanmyaK B CodTyepa;

(b) taking appropriate measures to minimise
the impact of data incident to Customers
and any third parties.

(0) mpeampueMaHeTO Ha TOAXOIAIINTE MEPKH 34
MUHUMH3UPAHETO HAa MOCIEACTBUATA OT MHIMJIEHTA
c nanHuTe BhpXy KnmeHTa u Bcsika TpeTa cTpaHa.

12. Customer’s Requests

12. Uckanusa na Knnenra

If Clock receives any request from a Customer
in relation to Customer Personal Data, Clock

Axo Kiok monyun wuckane ot KiueHT OTHOCHO
immunnTe nanHu Ha Kimenta, Knok cienBa 1a)

nHpopmupa KieHTa a u3nparu cBOETO MCKaHE JIo

10



will advise the Customer to submit his/her
request to End User. End User shall be solely
responsible for responding to any such request
including, where necessary, by using the
Services. As far as it is possible and practical
Clock will assist End User in fulfilling any,
obligation to respond Customer’s requests.

Kpaithust morpeduten. Kpalinust mnorpeburten ¢
CIMHCTBCHO OTTOBOPEH Jla OTTOBOPU Ha IOJ00HO
VMCKaHe, BKJIIIOYUTEITHO, aKo € HEeoOXOauMo, dpes
M3M0JI3BAHETO Ha Yciyrute. JJOKOJIKOTO € Bb3MOXKHO
n menecboOpazHo Kiok me momara Ha Kpaiinus
MOTPeOUTEN B M3MIBIHEHHETO HA 3abIDKCHHSATA 33
OTrOoBOp Ha HcKaHMITa Ha KimeHnture.

13. Subprocessors

13. Hoam3nbJIHHUTEIHN

13.1 End User specifically authorizes Clock to
engage any Subprocessors. Clock shall make
information about Subprocessors, including their|
functions and locations, available at its Website.

13.1 Kpaitauar
VITBTHOMOIIIABA
[Tonu3mBIHUTEIH.

noTpeduTen W3PUYHO
Kok na aHraxupa
Kmok cmena ma omoectn
nHpopManmuaTa  OoTHOCHO  llojgm3mbiaHWTENHTE,
BKJIFOUUTEITHO TEXHUTE byHKIMH 51
MECTOIOI0KEHHUSI, HA CBOSI YeOCaT.

13.2. Clock will ensure that any Subprocessor has
an access and uses Customer Personal Data to the
extent required to perform the obligations
subcontracted to it.

13.2. Knok rapantupa, 4ye Bceku Ilonu3mbiaHuten
nMa JOCTBII M U3MOJI3BAa JIMYHUTE JAHHU Ha
KioueHTuTe B CTCIEH, KOSITO CE€ M3UCKBA 34
M3ITBIHEHUETO HAa 3aJbIDKEHUATA, KOUTO Ca My
BH3JI0KEHU.

13.3 If End User disagrees with appointment of a
Subprocessor End User may terminate main|
Agreement by a 3- months notice in writing, with
no liability for Clock.

13.3 Ako He e chINIaceH C Ha3HAYaBaHETO Ha JIaJeH
[logusneinuten,  KpaiftHusat  morpebuten  aa
npekpaTi OCHOBHUS JOTOBOP € 3-MECEYHO MUCMEHO
MPEIN3BECTHE, OT KOETO HE MPOM3TUYAT 3abIKEHUS
3a Knok.

PART III
Data Processing Related to Installable
Software

YACT III
O0paloTka Ha 1aHHM, cBbp3aHa ¢ UHcTaanpyem

codryep

14. Technical Support

14.1 The Technical Support provided by Clock to
End User normally does not require and therefore
shall not include processing of Personal Data.

14. Texuuyecka NoApbKKa

14.1 TexnuueckaTa MNONAPBXKKA, MPETOCTABSIHA OT|
Kinok Ha KpaitHus morpeOuten He U3UCKBA U TOPAAN
TOBa HAMA J1a BKIIFOUBa 00paboTka Ha JIMUHN TaHHM.

14.2 Clock shall not commence any action off
Technical Support without a request from End User

14.2 Kok HIMa J1a 3amo4yBa HUKAKBH JACHCTBHUSA 10
TexHudyecka MOAMPHKKa O0e3 MCKaHe OT CTpaHa Ha|
Kpaitnus motpeburen.

14.3 If in the due course of any action of Technical
Support any Personal Data becomes visible to
Clock, such Personal Data shall not be recorded,
copied, stored, modified, deleted, transmitted or in|
any other manner processed by Clock.

14.3 AKo 1o BpeMe Ha U3BBPIIBAHETO HA KOETO U Ja
e neiicteue no TexHHuYecKaTra MONAPBKKA HIKAKBU
JInuam gannu ca ctaHanu Buaumu 3a Kok, Te Hsama
ma OBbJaT 3amHMCBaHW, CHXPAHSABAaHH, IMPOMCHSHH,
U3TPUBAHU, NPEXBBPJIAHU WM IIO-KaKBBTO W Oa €
pyr HauuH 06paboTBanM 0T KIIOK.
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14.4 Only Clock’s authorised staff will be involved
in the Technical Support. Each member of the staff]
has signed special data security addenda to their
agreements and undergoes periodic instructions and
trainings about data security. Clock’s staff will not
process Personal Data without authorization.

14.4 Camo yn'bJIHOMOILIEHH ciayxuTenu Ha Kok mie
ObIaT  aHT@XUpPaHK C  [PEAOCTaBIHETO  HA
Texnuuecka noaapbxka. Beeku ciyxuren Ha Kiok
MMa TIOJITMCAHO JOMBIHUTEIHO CIIOpa3yMEHHE 32
CUT'YPHOCT Ha JAHHUTE KBbM TEXHUTE JOTOBOPU U
MPEMUHABA MEPUOANYHA MHCTPYKTAXU M OOy4eHHUS
BbB BpB3Ka CHC CHUTYpPHOCTTa Ha JaHHHTE.
Cryxutenute Ha Kitok HsiMa 1a oOpaboTBar

IIMYHY JaHHU Oe3 O3BOJICHHE.

15. Data Processing

15. O6padoTKa HA TUYHM JTAHHU

Without prejudice to Clause 15 if End User
elects to transmit to or to provide Clock with
temporary access to End User’s database, file or
device containing Personal Data, via any form off
online connection or online support tools, or by any|
other mean discloses Personal Data to Clock, Clock]
shall become be a Data Processor for the time it has
assess or stores such Personal Data on Clock’s
technical devices and Part II of this Agreement shall
automatically apply.

B cnyugaif, ye Kpaiinusat morpebuten wusbepe na
npexBbpiin Ha Kiok win nma My mnpenoctasy
BpeMEHEH IOoCThIl A0 Oasute naHHu Ha KpaitHus
noTpebuTen, 10 (ailyl WK Apyr HOCUTEN Ha JaHHH,
ChIbpPrKaIl] JImunu JaHHU, TMMOCPEACTBOM KaKBAaTO H
na e hopma Ha OHJIAIH BPb3Ka WIM HHCTPYMEHTH 32
OHJIAMH TIOAJPBKKA, WM MO KAKBBTO W J1a € HA4YUH
My npenoctaBu Jluunum nanHu, Kiok me craHe
OOpaboTBall JaHHU 32 BPEMETO, B KOETO HUMa
TOCTBII WJIM CbXpaHsABa TaKWBa JAHHM HAa  CBOH
TrexHuuecku cpeactea U Yact II ot To3u Jorosop e
ce Ipuiiara aBTOMaTHYHO.

PART IV

Closing Provisions

YACT IV

3ak/I04uTeHN pa3nopeadon

16. Liability

16. OTroBopHocT

Liability clauses of main Agreement shall apply to
Clock’s liability under this Agreement.

Krnay3ute 3a orroBopHOoCT Ha OCHOBHHS JOTOBOD
cleqBa Ja Ce Tpuiarar 1o OTHOIIGHHE Ha
0TroBOpHOCTTa Ha KJIOK Mo cuiara Ha HACTOSIIHS
Jlorosop.

17. Delivery of Notification

17. YBenomiienus

(Notifications under this Agreement shall be
delivered to the announced postal address
notification email address of the recipient party.
Recipient party is solely responsible for ensuring
that is notification address/email address is current
and valid.

YBemoMIieHusITa 110 CHilaTa Ha Hactosmus JloroBop
cieqBa JAa ObJaT W3MpamlaHd 0 TOCOYEHHS
[OIICHCKHU aJpec WU UMEHI aJpec 3a U3BECTHUS HA|
monydaBamara crpaHa. Celmara €  €IUHCTBEHO
OTTOBOpHA JIa C€ YBEPH, Y€ MOIIEHCKUAT WM UMEHIT
aZpechT 32 U3BECTSIBAHE € aKTyaJeH W BaJHJICH.
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